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� o ��l�m*D86

5 °²±´³~µ·¶¹¸
5.1 ºr»¼v½ `.�8¾�� �

N = {1, 2, 3, · · · } (1)¿ `.�:¾�� �
Z = {· · · ,−3,−2,−1, 0, 1, 2, 3, · · · } (2)

� m*D86U�D
a, b ∈ N � Y KC# � a p�À�HCÁ��ÃÂ�(�D � N b

�
a
�:Ä"`�H�U�D �qKih 6 1 ��mCÅ # � ¼Æ½ `*�Ç ¤5�:Ä�`�H�U�D86È"É �

n ∈ N � Y K�# � 1 � n
¼ËÊ �"Ì @ ? � n

�8Ä"`�H�U�D:6O§v( @ �
n
� ¼ Ì"SÄ"` �$Kih 6 1t�Í.� ¼v½ `

n
p ¼ Ì�S�Ä�`�t�Í.�8Ä"` ��T�4�S K5� N$� n �8Î,`�H�U�D �$Krh 6U�D

x, y, z ∈ Z � Y KC# � z p x
�8Ä"`�H�UÏ�Ã�

y
�:Ä�`�HOT8U�D � N$� z � x � y

�8	"Ä�` �$K"K �+"�87�M��.T8���$7�M�	�Ä�` �:Krh 6E§v(�� gcd(a, b)
HCÐ�m�61V � � gcd(a, b) = 1

H�U�D � N:� a � b��Ñ K"� Î�H�U�D �$Krh 6

5.2 Ò�ÓÕÔU�D ¿ `
a, b
� �3Ö � ¿ ` n � �5- # � a− b

p
n
�$×�`�H�U�D � N$� a � b

�8�
n ��Ø - # �.Ù�H�UD �$K�K �

a ≡ b (mod n) (3)

� Ð�m�6E§$� �5h SÚ �$�.Ù:Ú �$Krh 6Û
5.1 8− 2 = 6

�
3
�:×�`�S��H��

8 ≡ 2 (mod 3)

5− 12 = −7 = (−1)× 7
�

7
�:×,`�S,�1H,�

5 ≡ 12 (mod 7)H�U�D86
[]
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È�É � ¿ `
x
� Ö � ¿ ` n

H"Á D � ��+"��� � r � 0 ≤ r < n− 1
�����CH 2 (ED:6

Û
5.2
U�D ¿ `

x
� Ö � ¿ ` n

H"Á D�§ � �:���.D86�§�§ H�� n = 3 � -���� x � ��m.D�� � � r �m*D � �1Ð 1
� � hv� S�D86

	
1: 
�� x  3 ����������������� r

x · · · −4 −3 −2 −1 0 1 2 3 4 · · ·

r · · · 2 0 1 2 0 1 2 0 1 · · ·

[]

U�D ¿ `
a � b

�
n
H"Á D�§ � �:���*D86E§$� � N:�

a = q1n+ r1

b = q2n+ r2����41m
q1, q2 � r1, r2(0 ≤ r1, r2 < n− 1)

p I�J m�D$6�§�§)H�� r1 = r2
H�U�D � Nq� r1 ≡ r2 (mod n)H�U�D86�+*§ H��C£"Ú

a mod n (4)�
a
�
n
H�Á ! 4 � N� � �¯��!�m#"%$ � - #   � m5D86�§8� � hË� a

�
a mod n

H ^ N Z �.D�§ ���
a
�8�

n
H�&('O&)(54 �$A�) 6U�D ¿ ` �
n
H"Á ! 4 � N��� �)�:¾�� �

Zn = {0, 1, · · · , n− 1} (5)

� Ð�m�6E§Ë(���*+�+, �:Krh 6�§8��¾,� Zn H*� -%. �0/ .���1+2�m.D�6 È,É � a, b ∈ Zn � �O- # -..�
(a+ b) mod n (6)H�UÏ�Ã� / ..�
(a× b) mod n (7)H�U�D86

Û
5.3 Z15

��-3.,Ð �$Ð
2 � !�m6

	
2: Z15 �54�6 	

+ 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14

0 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14

1 1 2 3 4 5 6 7 8 9 10 11 12 13 14 0

2 2 3 4 5 6 7 8 9 10 11 12 13 14 0 1

3 3 4 5 6 7 8 9 10 11 12 13 14 0 1 2

4 4 5 6 7 8 9 10 11 12 13 14 0 1 2 3

5 5 6 7 8 9 10 11 12 13 14 0 1 2 3 4

6 6 7 8 9 10 11 12 13 14 0 1 2 3 4 5

7 7 8 9 10 11 12 13 14 0 1 2 3 4 5 6

8 8 9 10 11 12 13 14 0 1 2 3 4 5 6 7

9 9 10 11 12 13 14 0 1 2 3 4 5 6 7 8

10 10 11 12 13 14 0 1 2 3 4 5 6 7 8 9

11 11 12 13 14 0 1 2 3 4 5 6 7 8 9 10

12 12 13 14 0 1 2 3 4 5 6 7 8 9 10 11

13 13 14 0 1 2 3 4 5 6 7 8 9 10 11 12

14 14 0 1 2 3 4 5 6 7 8 9 10 11 12 13

[]
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Û
5.4 Z15

� / .,Ð �$Ð 3 � !�m6
	

3: Z15 ����6 	
× 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

1 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14

2 0 2 4 6 8 10 12 14 1 3 5 7 9 11 13

3 0 3 6 9 12 0 3 6 9 12 0 3 6 9 12

4 0 4 8 12 1 5 9 13 2 6 10 14 3 7 11

5 0 5 10 0 5 10 0 5 10 0 5 10 0 5 10

6 0 6 12 3 9 0 6 12 3 9 0 6 12 3 9

7 0 7 14 6 13 5 12 4 11 3 10 2 9 1 8

8 0 8 1 9 2 10 3 11 4 12 5 13 6 14 7

9 0 9 3 12 6 0 9 3 12 6 0 9 3 12 6

10 0 10 5 0 10 5 0 10 5 0 10 5 0 10 5

11 0 11 7 3 14 10 6 2 13 9 5 1 12 8 4

12 0 12 9 6 3 0 12 9 6 3 0 12 9 6 3

13 0 13 11 9 7 5 3 1 14 12 10 8 6 4 2

14 0 14 13 12 11 10 9 8 7 6 5 4 3 2 1

[]

Zn
�#'*�

x � -�� gcd(x, n) = 1
���*4Cm�'��8¾�� �

Z∗
n � Ð�m�6E§v(O����Ä%*%�%, �:Kih 6Û

5.5

Z∗
1 = {1} Z∗

2 = {1}
Z∗

3 = {1, 2} Z∗
4 = {1, 3}

Z∗
5 = {1, 2, 3, 4} Z∗

6 = {1, 5}

[]

5.3 �����
	��
���� d"e.�C�,��l���� � �"!q#���� Sd�e*c f�� ����� - #�K D�6�§�§¯H���� (group)

��� � � �
(field) � Y K�# $�Å D86
G
��U�D/¾�� � -�� ∗ � G ! �#"�$�%3. � m*D:6O§:� � N:�£*�'&)( ���*4Cm,S @ B � (G, ∗) �*� �ACB (ED86

G-1.
È�É �

x, y ∈ G � � - # � x ∗ y ∈ G
���.4Cm6

G-2.
È�É �

x, y, z ∈ G � � - # � x ∗ (y ∗ z) = (x ∗ y) ∗ z
���*4�m�6

G-3.
È�É �

x ∈ G � �5- # � x ∗ e = e ∗ x = x
���.4Cm

e ∈ G
p I�J m*D86 ( +�, ' e

p I�J m*D )
G-4.

È�É �
x ∈ G � � - # � x ∗ x−1 = x−1 ∗ x = e

���*4�m
x−1 ∈ G

p I�J m*D86 (x �'- ' x−1
p

I�J m*D )F$41� È"É �
x, y ∈ G � �.- # � x ∗ y = y ∗ x

� ��41m �.h S (G, ∗)
�*. Z �'F$4���/�0'1�2)� �qKGh 6��� '��'3"`"p#4 � H�U�D �.h S��5�54 � � �qA�� � '��'3"`"p 6� � S�D �.h S��5� 6� � �qA3) 6Û

5.6 (Z,+)
�7. Z �

(
4 � �

)
H�U�D86

(Z,×)
����H���S K 6,S78�S @ �7&)( G− 4

���.4*&:S K ? @ H�U�D86 6�9�� B � +�, ' e
�

1
H�UD:6

x = 4 � m�D � � xx−1 = x−1x = e
���*4Cm

x−1
�

1/4
H�U�D:6

1/4 6∈ Z
S,�H�&#(

G− 4
���*4&3(.S K 6 []

F
�CU�D/¾�� � -� -"� + ��/ � · � F ! �#"�$�%�. � m.D86�§:� � N$�C£*�*&)( ���.4Cm,S @ B �

(F,+, ·)
� � �$A�B (ED86

16



F-1. (F,+)
��. Z ��H�U�D86

(
-�. +�, '�� 0 ∈ F

H�U�D
)

F-2. (F \ {0}, ·)
��. Z ��H�U�D86

( / . +�, ' e ∈ F
�
e 6= 0

���*4Cm
)

F-3.
È�É �

x, y, z ∈ F � �5- # � x · (y + z) = x · y + x · z
�
(x+ y) · z = x · z + y · z

���.4Cm6
� � '��'3"`�p 6� � � � 6��� �$Kih 61X���c � � p 3*�'3"`5����Y 6��� � Fp � Ð�m�6 ¿ `*�:¾"�
Zp � �5- # T1- p

p�Î,`�H�U�D � N$��+$(.� � � S�D86 ���
Zp � Y K�# � Z∗

p = Zp\{0}
� / � � � - #���� ��H�U�D . Y�F5� � Zp �#'���3,`O� p � mD �
Z∗
p = {1, α, α2, · · · , αq−2}

� S�D α ∈ Z∗
p I�J m*D . §$� α

�
Zp
�8s	�(' �$ACB (ED86

*��%,
Zn � Y KC# ���*D86 (Zn,+) �7. Z ��H�UG� � (Zn \ {0},×) � n

��
 �5��!q# � � S ! 4G� �S @ S1? ! 4G�Æm*D86
(Zn \ {0}, ·)

� +�, '�� 1
H�U�D:6�U�D

x ∈ Zn \ {0} � - ' x−1 ∈ Zn \ {0}
p I�J m*D � N:�

xx−1 ≡ x−1x ≡ 1 (mod n) (8)

p,�����Y�6 ! Ú�? @ ��U�D k ∈ Z
p I�J - # �

xx−1 + kn = 1 (9)

p,�����Y�§ � p,�,?5D86�§:�8Ú*� gcd(x, n) = 1
�
gcd(x−1, n) = 1

H�U�D�§ � �qÐO- #�K D86"Y�F.� �
Zn
��'"H,�

gcd(x, n) = 1
���.4CmOT8��p#- '

x−1
��TqY�6�YOF5� �

Z∗
n � Zp \ {0} � È�É �#'�� / ��'- '�����Y�6

5.4 �������������������
 0"!$#&%�':�8Ñ)(8� � �C�  0"!$#&%�')p+*�Ì�-C4 2

Y�� ¿ `.�:7�MC	�Ä"` ��,�n�D7/'2.-/#021H�U�D86
354�6�798;:

1 ( <>=.? 7�@+A5BDC2EDF ) a, b ∈ Z � �5- # �1£*��G	H ��I K � gcd(a, b) ��JOD86
K>L

a � b
��M.N,m.D86

O	P	Q+R 9	S+T+1 � - # £*��G	H �UI h 6
r−1 = a

r0 = b

step i ri 6= 0(i = 0, 1, 2, · · · , n− 1)
H�U�D � �Ãt�u���G	H5��I h 6�4  -� rn = 0

H�U�D86
ri−1

�
ri �5� D�(�..��*%� � ri+1 � m*D86

V L
gcd(a, b) = rn−1Û

5.7 85 � 204
�87�M�	"Ä�`

gcd(85, 204)
�5,�n�D:6

K>L
a = 85

�
b = 204 � m.D86
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O	P	Q+R

r−1 = 85

r0 = 204

step 1

85
�

204 � � DD(�..��*%�*� 85
H�U�D86

step 2

204
�
85 � � DD(�..��*%�*� 34

H�U�D86
step 3

85
�

34 � � DD(�..��*%�*� 17
H�U�D86

step 4

34
�
17 � � DD(�..��*%�*� 0

H�U�D86
V L

gcd(a, b) = 17

[]

/'22-�# 021
1
� �

step n(n = 1, · · · )
� � �

qn � m.D � £*� �5hv� Ð��5D86


































































r−1 = q1r0 + r1 (0 < r1 < r0)

r0 = q2r1 + r2 (0 < r2 < r1)

r1 = q3r2 + r3 (0 < r3 < r2)
...

rn−3 = qn−1rn−2 + rn−1 (0 < rn−1 < rn−2)

rn−2 = qnrn−1 + rn (rn = 0)

gcd(a, b) = rn−1

(10)

§v(5��£*� �5hv� Ð�� D86
gcd(r−1, r0) = gcd(r0, r1) = gcd(r1, r2) = · · · = gcd(ri−3, ri−2) = gcd(ri−2, ri−1) = ri−1§�§ H,�1Ú

(10)
�£"Ú.� � hÆ� F � n @ (ED86

ri−2 = qiri−1 + ri (i = 1, · · · , n) (11)

! Ú ������m.D � £"Ú�p+J @ (ED86
ri = ri−2 − qiri−1 (12)F:4��

r−1 = a = 1 · a+ 0 · b (13)

r0 = b = 0 · a+ 1 · b (14)

H�U�D$? @ �C£"Ú ��	.M�m.D86
ri = uia+ vib (i = 0, 1, · · · , n) (15)

! Ú*� i− 1
�
i− 2

�8�����C£�� �5hv� S�D86
ri−1 = ui−1a+ vi−1b (16)

18



ri−2 = ui−2a+ vi−2b (17)§�§ H,�1Ú
(12) � Ú (16) � Ú (17)

�$�	M�m.D86
ri = ui−2a+ vi−2b− qi(ui−1a+ vi−1b)§v(�� ¿ d�m.D � £"Ú5��J�D86
ri = (ui−2 − qiui−1)a+ (vi−2 − qivi−1)b§�§ H,�

ui = ui−2 − qiui−1 (18)

vi = vi−2 − qivi−1 (19)

� �_P � �C£"Ú ��JOD86
ri = uia+ vib (20)t ! ? @ �1t�u � !�m /'2.-/# 021 2

��J�D86
354�6�798;:

2 ( ���������+<>=.? 7�@+A5B�C2E5F ) a, b ∈ Z � � - # �C£*��G+H ��I h 6
K>L

a � b
��M.N,m.D86

O	P	Q+R 9	S+T+1 � - # £*��G	H �UI h 6
r−1 = a

�
u−1 = 1

�
v−1 = 0 � m*D86

r0 = b
�
u0 = 0

�
v0 = 1 � m.D86

step i ri 6= 0(i = 1, 2, · · · , n− 1)
H�U�D � �Ãt�u���G	H5��I h 6�4  -� rn = 1

H�U�D86
ri−2

�
ri−1 � � DD(�.5��*%�5� ri � m.D86

ri−2

�
ri−1 � � DqÁ3.5� � � qi � m*D86

ui = ui−2 − qiui−1

vi = vi−2 − qivi−1

V L
gcd(x, y) = rn−1Û

5.8 gcd(408, 595)
�5,�n�D86

K>L
a = 408

�
b = 595 � m.D86

O	P	Q+R
r−1 = 408

�
u−1 = 1

�
v−1 = 0 � m.D86

r0 = 595
�
u0 = 0

�
v0 = 1 � m*D86

(step 1)

408
�

595 � � DD(�..��*%�*� 408
H�U�D86

408
�

595 � � DD(�..� � � 0
H�U�D86

u1 = 1− 0× 0

= 1

v1 = 0− 0× 1

= 0

19



(step 2)

595
�

408 � � DD(�..��*%�*� 187
H�U�D86

595
�

408 � � DD(�..� � � 1
H�U�D86

u2 = 1− 1× 1

= 1

v2 = 0− 1× 1

= 0

(step 3)

408
�

187 �5� D�(�..��*%�*� 34
H�U�D86

408
�

187 �5� D�(�..� � � 2
H�U�D86

u3 = 0− 2× 1

= −2
v3 = 1− 2× (−1)

= 3

(step 4)

187
�
34 � � DD(�..��*%�*� 17

H�U�D86
187
�
34 � � DD(�..� � � 5

H�U�D86

u4 = 1− 5× (−2)
= 11

v4 = −1− 5× (3)

= −16

(step 5)

34
�

17 � � DD(�.5��*%�*� 0
S��H�����6

V L

gcd(x, y) = 17

= 11× 408 + (−16)× 595

[]

5.5 ���'Ò�Ó��
	
R��

5.1 p
���`*�$Î"`��

x
� ¿ `,H��

1 ≤ x ≤ p− 1 � m�D$6$�*Ù$Ú y2 ≡ x (mod p)
p��

y ∈ Zp
�TqY,S @ B � x � p

�q� � m*D�������� (quadratic residue) � 1�2'&3(ED:6 x 6= 0 (mod p)
?,Y

xp
p
�$� � m.D����3*%��H�S K S @ B � x � p

�$� � m.D���������� (quadratic non-residue) �1%2�m*D86
20



Û
5.9 11

�:� � m D �*��*(�5� 1, 3, 4, 5, 9
H.U*D16�§�§qH��

(±1)2 = 1
�
(±5)2 = 3

�
(±2)2 = 4

�
(±4)2 = 5

�
(±3)2 = 9

� � +q(��(
Z11 � Y K�# �*%�.�6�� []

����*��.���%1	��
.�
Euler

���%1"� � - #O� Pa® @ ( #�K D86
R�

5.2 Euler
���%1"�

(Euler’s criterion)

p
�qÎ�` �m.D � � x p p

�q� � m*D����#*%��H�U�D4"n,��� ����� &)(.�
x(p−1)/2 ≡ 1 (mod p)

5.6 ����� �����Ï»
φ(n)

��������0�� Ø ` �$A1B (�� Z∗
n

� '��'3�`5�qÐ5- #,K D:6� K Z �.D � � φ(n) � 1 ≤ α < n
HU�D ¿ `

α
� h"! gcd(α, n) = 1 � S�D 3"` ��U @ �5- #�K D86T1-

p
p�Î,`�H�U$( B � 1 ≤ α < p

�
α
��m�Å # p � Ñ K"� Î�H�U�D1�1H,�C£"Ú�p,�����Y�6
φ(p) = p− 1 (21)

T1-
n
p$#�Q�S�D/Î�`

p, q
��%���Y�F.�

n = pq
H�U�D � N:�

φ(n) = φ(pq)

= φ(p)φ(q)

= (p− 1)(q − 1) (22)

p,�����Y�6
Û

5.10 n = 7
�:�"���

1 ≤ α < 7
� ¿ `�H

gcd(α, 7) = 1 � S�D,T8��� {1, 2, 3, 4, 5, 6} S��H φ(n) = 6H�U�D86
n
�:Î,`�S��H�Ú

(21)
� � K D � �

φ(7) = 7− 1

= 6

� S�D86 []
Û

5.11 n = 14
���,���

1 ≤ α < 14
� ¿ `�H

gcd(α, 14) = 1
�'&�4"m

α
�
{1, 3, 5, 9, 11, 13}

S��1H
φ(n) = 6

H�U�D:6
14 = 2× 7

H�UG� �
2 � 4

�:Î,`�S��H�Ú
(22)

�)( � H N"D86
φ(14) = (2− 1)(7− 1)

= 6

[]

5.7 ����� ���+*
	
���$��0"��1�d*��� È"É �

x ∈ Z∗
n � �5- #

xφ(n) ≡ 1 (mod n) (23)

p,�+��m*D � $�Å #�K D86
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§�§ H,�1Ú
(23)
�����O�

k ∈ Z / m.D86
xkφ(n) ≡ 1k (mod n)

≡ 1 (mod n) (24)

& @ � � ! Ú.����� � x
�8?�«�D � £�� �5hv� S*D:6

xkφ(n)+1 ≡ x (mod n) (25)

§v(5�
x
p
Z∗
n

�#'�S @ �
kφ(n) + 1 / m�( B x ��� D �:Kih § � �$Ð - #�K D86*-:?5-���§Ë(.� n

p
#�Q�S�D¯Î,`

p, q
��%�S @ � È�É �

x ∈ Zn � � - # T¯�����Y�6§�§ H,�
kφ(n) + 1 � Y K�# ���.D86�F����

y = kφ(n) + 1 (26)

� �_PR6E§$�8Ú*��� φ(n) � k
×�-C4*T�� � 1

��-���4.T8�  ? @ �
y ≡ 1 (mod φ(n)) (27)

p,�����Y�6 ! Ú � � K�# � y = ab � m*D � £"Ú�p,��� ��Y�6
ab ≡ 1 (mod φ(n)) (28)

§:�8Ú*�
a � b

p��
gcd(a, φ(n)) = 1

gcd(b, φ(n)) = 1

� �*4�-��*& @ � b
p
φ(n) � ��«�D a

� / �.�'-�` (a
p
φ(n) � ��«�D b

� / �.��-,` ) H�U�D�§ � �Ð - #�K D86t ! ? @ £*�5§ � p� ��.D86
p, q
�$Ñ K�� Q�S�D¯Î,` � -� n = pq � m.D86�U�D ¿ ` a

p
gcd(a, φ(n))

���*4�m,S @ �
ab ≡ 1 (mod φ(n))

���*4�m
b
p I�J -�� È�É � x ∈ Zn � �5- # �

xab ≡ x (mod φ(n)) (29)

p,�����Y�6
Û

5.12
#�Q�S*D¯Î,`

p, q
�
p = 3, q = 5 � m.D � n = 15

H�U�D:6CÚ
(22)
? @ �

φ(n) = φ(pq)

= (3− 1)(5− 1)

= 8

H�U�D:6
8 � Ñ K�� Î�H�U�D¯` � - # 3

�	� ) 6 mod 8
�
3
� / �.� -�`�� 3

H�U�D$6
x = 3 � m�D � �

33×3 ≡ 3 (mod 8)

p,�����Y�6
[]
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6 RSA
���

w�x�y £*� �5hv� �C�,��l"� �)o �Cl"� �5,�n�D86
1.
#�Q�S�D/Î�`

p, q
� � � � n = pq

�5,�n�D86
2. φ(n) � Ñ K"� Î�H�U�Dq` e

� � ) 6
3. modφ(n)

H��
e
� / �.�'-,` d

�5,�n�D86
t ! ? @ ���,�Cl"� n, e �)o ��l�� d, n

p	J @ (ED86�4  -�� n, e �$	�
�-�� p, q, φ(n), d ��	�
- # �"S @ S K 6���1� ��¨
x(x ≤ n) � �5- #

y = xe mod n (30)

� S�D:���"¨ y
�5,�n�D86

© �1� �,�"¨
y � �5- #

x = yd mod n (31)

� S�D��,¨ x
�5,�n�D86

Û
6.1
¨ [

RSA
�����l�� o �"l�m D6�§3( @ �C¨ [ � 10

� `�H�Ð*m � ASCII �
0;'/H*���

R =

82,S = 83,A = 65
H�U�D86E§v(O��X"¨ [�� � �,��l�� o ��l�m.D86w�x�y £*� �5hv� �C�,��l"� �)o �Cl"� �5,�n�D86

1. p = 17, q = 7 � m*D86 n = 17× 7 = 119
H�U�D:6

2. φ(n) = 96
H�UG� �

e = 13 � m*D86
3. modφ(n)

H��
e
� / �.�'-,` d

�
37
H�U�D:6

t ! ? @ ���,��l"� n = 119, e = 13 �)o �Cl"� d = 37, n = 119
p	J @ (ED86

���1�
x1 = R = 82, x2 = S = 83, x3 = A = 65 � � - # ���,��¨ y1, y2, y3

�5,�n�D86
y1 = xe1 mod n

= 8213 mod 119

= 5

y2 = xe2 mod n

= 8313 mod 119

= 104

y3 = xe3 mod n

= 6513 mod 119

= 107
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© �1� �,�"¨
y1, y2, y3 � �5- # � ��¨ x1, x2, x3

�5,�n�D86
x1 = yd1 mod n

= 537 mod 119

= 82

= R

x1 = yd2 mod n

= 10437 mod 119

= 83

= S

x1 = yd3 mod n

= 10737 mod 119

= 65

= A

[]

Î��:`
p � q

? @
n
��� +���� .�HON�D86 F:4C� e � d

�5,�n�D�§ � T��*- K 6�-8?.-��C�,��¨ y ����"l��
n, e
® ! 4 � - # T:������¨ y

? @ ��¨
x
��,�n.D�§ � �	��
 �� - K 6 2,J � � §	�� o��l"�

d
�5,�n�� � y

? @
x
��JOD8X���c�S��1����+,- # �Î��:` � � n = pq

�$® @ � � d
�5,�n�DX���c�S����p"® @ ( #�K S K 6� !q# � y ? @ x

��JOD � � d
�5,�n�D�§ � p$� � H,��+"�"4"n � �

φ(n)
��,,n�D"� � p�UÏ� ��+��"4�n � �:Î��$` � �"p$� �'� S�D:6����,�8����¨ y

? @ �,¨
x
��,,n�D4"n � ���Î�`��:` � � n = pq

p�� ��� S*Dqp���§:�8Î,`��8` � �.� p, q
p�M�N�PÆS*D	��� � -ÏPÆSD:6

RSA
������������Ë�:Î�`

p, q
? @

n
�UJ D1����� + H�U�D/p�� n ? @ p, q ��,,n�D�§ � ����
 �� � H�U�D �$Krh X��! �" � U�D864  -:��#C� � � RSA

��������$�m�D�§ � � n
�¯Î%�$` � ��m�D�§ ��� Ù�&(' � - K @ - K � � -$?K �,S K 6"S�8�S @ � 2�J � � §��8� o �Cl"� d
��,�n�� � y

? @
x
��JOD)� + SC�1��p I"J -S K §� Tq��Î��$` � � n = pq

�$® @ � � d
�5,�n�D:��,p I"J -1S K § � T+*�Ì5&3( #�K S K ? @ H�U�D86
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7 ElGamal �����
ElGamal ���	��
����� �������������	����� . ����� � � 
���� � p �! �"�# ��$�� Z∗

p

��%�&'�(�)+*
α
� �-, ��� αa ≡ β (mod p) .'/ �10-24365�7F�!8�� a (0 ≤ a ≤ p− 2) ��91" � . : �;8�� a� a = logα β
�=<'>��

. p � 2;?A@CB+D�E@� : �	�� 
 76F'�G , ���IH1JLK4M'�+��� .

7.1 Z∗
p NPORQTS ElGamal UWVPXRY

A �[Z�\�] � B �^6\�] �[>_����� B 
`�"6���	a�b-��c6dA, �fe�g , �1%fh+3�&�M+E+3iKj3���k A
�l �;e'g b-�;m �f�fn�o M �;���fa-, � l � ��� o ��^ &�prq # B 
rs4t �!u�v b�.6w1�fa >��!k A�
B 
 Z∗

p

�
α �!x�" �1%y@ .

p � Zp ��%��6� ����� �'����z�{+�|+J�3}@~3�� � � �j>��;k_? # � α ∈ Z∗
p � (�)1*��j>���k :�:=. �

P = Z∗
p

�
C = Z∗

p ×Z∗
p

� , ���f�+�F��0A24�  �� >���k
K = {(p, α, a, β) : β ≡ αa (mod p)}

�
p, α, β 
 e�g_�=M��1�6��� a 
 u�v .�/ �F�[>���k

K= (p, α, a, β)
����u�v-�(���(�

k ∈ Zp−1

�����	�
eK(x, k) = (y1, y2)

�  �� >���k :�:I.
y1 = αa (mod p)

y2 = xβk (mod p)

.�/ ��k
y1,y2 ∈ Z∗

p

� �A, �

dk(y1, y2) = y2(y
a
1 )

−1 mod p

�  �� >���k�
7.1 p = 2579, α = 2, a = 765

�[>���k : �%�	$
β = 2765 mod 2579 = 949

.�/ ��k :1:�._�y����
����I����� x = 1299 �;��� � ZT�I# ���;>-��ki? # � �y����
 �@� � , �
k = 853 � B'�����[>_��k : ����$ �R����
 �+�����6� �!� 2�k

y1 = 2853 mod 2579 = 435

�+Kj�
y2 = 1299× 949853 mod 2579 = 2396

�1�'
���� o y = (435, 2396) �^ &p�q!�f�+�F���6� � >���k
x = 2396× (435765)−1 mod 2579 = 1299

: M 
 � �R��� z ���	a-,6# n1o �!3_q!�1����k []
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8 � ����� �����
���
	�� ���1
 1985  � Koblitz � � Miller � z��
���
�	�
���+�H�� ,�# e+g b�� � �����
� k ���	���� � EfM��)� � �-0	q[�  �� ��M��"!$#'3
%	�$&��������6� ���6a('w+�	a_�!� 2 ������� k
)* �$+;GL� 
�' �,��	��$- � ����� �'�� � ) @`� � �/.$0 �2143 M '
5�6 ��0!�7) * & 
 ?[�
8�9_�M+����3��	k/:�� b1.<; �7=�>�?�z�@�A . $ ' ? # �f�CB ;�D � � 2 : � z . $6�;k 1024 E-�(F � b-�G 2

RSA ��� � � .$0F�/=�>�? �7' �,�
	�� ���	.1
 160 E_�4F .<H �+>�� : � z . $6�;k'? #<'!���aI'w1�6a�
 RSA ��� �
J�D��<K 10 L4;�D+.'/ � �M1$3 M'�1�'��k : 2 , � ' �N�<	�� ���+
�'����O �4P$Q�R4S	�(T6� U1m_, 3y@ �,B ' 3 M 3 M�z$V�W U�m_, ����� O �YX[Z�\,P$Q�R4S6��T[.$]6t�;�D�
^$_'>�� 'i: M�z ' �,��	/� ��� �a`Ib .'/ ��k

8.1 Zp cedCf�gih�jk$l
8.1 p > 3 �[� � � >_�;k Zp - � �N��	/� y2 = x3 + ax+ b 
7m � �

y2 ≡ x3 + ax+ b (mod p)

�a)
(x, y) ∈ Zp × Zp

>4n%�7o m+.�/ ��k :�:I.(' a, b ∈ Zp 
 4a3 + 27b2 6≡ 0 (mod p) �/p_# >�8@�.I'<q�r7sIt O � 7<u��vB[��k
�N��	/�

E
-xw t � � >_�"y�z63
%��4{�� +

z��+� w 0A2��  �� �IM���k :�:I.I' >	D1� w �4|4{� 
 Zp
w/- .6� 3 Mi��k

P = (x1, y1), Q = (x2, y2)

� E
-�w t � >A�fk,B , x2 = x1

h'�
y2 = −y1

3LKjE ' P + Q = O
� >A�;z ''l 2 . 3+�13 K

P +Q = (x3, y3)
� >���k # � ,7'

x3 = λ2 − x1 − x2,

y3 = λ(x1 − x3)− y1,h1�
λ =











(y2 − y1)(x2 − x1)
−1, if P 6= Q,

(3x2
1 + a)(2y1)

−1, if P = Q.}$~�� ' >	D�� w P ∈ E
�	�1�6�6�+� w 0A24�  �� >���k

P +O = O + P = P.

:�:I. %�� w  ��A�a� J_� : � .I' (E,+) z��$�+* O � � �����$� .�/ � : � BM��� . $	��k
�

8.1 E � Z11

-Yw/���
	��
y2 = x3 +x+6

� >��!k'?2�
E
-�w t_�jx'" �;k : M'� 
<' �<��? w/ � x ∈ Z11 � p_q � x3+x+6 mod 11 � �� ,�' y �6�	��� w � . � y2 ≡ x3+x+6 (mod 11) � )�f�$9'� : � .<H	��. $f�!k � JiK~M # x

�6���f� ' Euler w/�  ����-�"U�m�,a' z = x3+x+6 mod 11z�n �<�$�+.'/ �!h��R2 h � �  1. $	��k :�:I.6�4� p ≡ 3 (mod 4)
wa� m�' p � & � >��jn ���$� wn ��� w �6��� 

� nY��3�e � z / ��k β z p � & � >_�[n ���4�1.�/ M'E ' ±β(p+1)/4 mod p

z�&
p� >��

β
w�� � w n ���1.�/ ��k : w e �A��m ��� � ' n ���$� z

w n ����

±z(11+1)/4 mod 11 = ±z3 mod 11

� 3���k : w �6�4�$� 

� wa� 4
�<�'>
� �~.�/ ��k : 2 , � ' E - � 
 13 � w t z��$��>�� : � zt h_�;k �$� � � w � 

  �a¡�¢7� .'/ �[hLK ' E 
 Z13

� � ��.'/L�£'�q�ras4t ��¤ w � w t B E
w
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�
4: Z11

-xwa�N�<	/�
y2 = x3 + x+ 6

w t
x x3 + x+ 6 mod 11 in QR(11)? y

0 6 no

1 8 no

2 5 yes 4, 7

3 3 yes 5, 6

4 8 no

5 4 yes 2, 9

6 8 no

7 4 yes 2, 9

8 9 yes 3, 8

9 7 no

10 4 yes 2, 9

c6d * .+/ ��k :�:=.�c6d * α = (2, 7) � B'���$� ' α w�� DA$���� � :�:I. w � w {	� 
 %	�${	� .'/� w .4'i: M 
 α
w L$� w 0-2����1h6Mi�	� � �6��>�� : � z . $��;k 2α = (2, 7) + (2, 7) � �6��>��� 
 ? � ' �+� � �6��>���k

λ = (3× 22 + 1)(2× 7)−1 mod 11

= 2× 3−1 mod 11

= 2× 4 mod 11

= 8

� q[�
x3 = 82 − 2− 2 mod 11 = 5,h1�
y3 = 8(2− 5)− 7 mod 11 = 2

.'/ �!h K 2α = (5, 2) �
	 �;k � w L$��
 3α = 2α+ α = (5, 2) + (2, 7) .�/ � w .4' �+K�� λ ��:�:.'
 �1� w 0-2��6�6��>���k
λ = (7− 2)(2− 5)−1 mod 11

= 5× 8−1 mod 11

= 5× 7 mod 11

= 2.

0�q[�f�+� �
	 ���
y3 = 22 − 5− 2 mod 11 = 8,h1�
y3 = 2(5− 8)− 2 mod 11 = 3.

1J1� ' 3α = (8, 3)
� 3���k : w � & �
� &6��� � w L4�A� �6��>�� � '�� w 0A2���3���k

α = (2, 7), 2α = (5, 2), 3α = (8, 3),

4α = (10, 2), 5α = (3, 6), 6α = (7, 9),

7α = (7, 2), 8α = (3, 5), 9α = (10, 9),

10α = (8, 8), 11α = (5, 9), 12α = (2, 4).
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,6# z�q!� ' α = (2, 7) 
 @1h+��(�)+* .'/ � : � z t hA��k
���
	"�

E
-Yw t�� #E

�6���f� � w Hasse  �� z / �Iz ' #E w�� @+3 � � ���+>'� : � 
 G , �fkk��
8.2 p > 3 �[�$� � >_��k Zp -xwa�,��	/� E

-xw t�� #E 

� w���� �A��p�# >k
|#E − (p+ 1)| ≤ 2

√
p.

9 � ����� 	�

ElGamal �����

ElGamal ������
����1��� ���1zx+;G .�/ �+0A2 3 / K r� � wa- .�H�1. $���k � ��	/� E
- �

B ���$� �! �� >_� : � z . $��k ElGamal �1�	�A� �N��	/� E
- �  ��r,	# ��3iKIE 'f������� ���zx+!G .'/ �+0-2�3 E

w ¡Y¢�� t � ��� D-������z / ��kk��
9.1 p > 3 �j�4� � ,7' E � Zp

- .	 �� ��M # �,��	��C� >���k : w � ' E z Zn1
×Zn2

� � �.�/ �+0-2�38 � n1

�
n2

z��$�'>_��k-�'K�� ' n2|n1

h��
n2|(p− 1) .'/ ��k

� qj� ' B , � � w 8 � n1

�
n2

z��f� . $6��3rK�E ' E 
 Zn1

� � � 3a¡Y¢�� t � � ���/'_: M 

ElGamal ���	�_����d >�� : � � U1m�. $	�a����?�z / �;k:�:I.I' n2 = 1

w �
E
z�¡�¢
� .�/ � : � ����� , �(� , �	ki? #�' B , #E

z �4� ? #�
�� 3���4� w�� .'/ �7� ' E 
 ¡�¢
� . 3�&�M+E+3iKj3��	k
��
�� 8.1

wa�N��	/� ��m �	� ElGamal ���	� w �_��� _Lq[�I9���k�
9.1 α = (2, 7)

h1�
Bob

w u�v � Dr$ � � � � a = 7
� >�� �

β = 7α = (7, 2).0�q[� '	���	a {�� 
 x ∈ E ' 0 ≤ k ≤ 12 ' ��%��	�
eK(x, k) = (k(2, 7), x+ k(7, 2))

.�/ �£'fw1�	a�

dK(y1, y2) = y2 − 7y1.? #�' Alice 
i���=���	� x = (10, 9)
� : M 
 E

-xw t � ��1�	aA,	# � � >_�k�B ,
' Alice z�� �
k = 3 � B���� � >�� � ' Alice 
 �+� w 0-2�36�6� �!� 2�k

y1 = 3(2, 7) = (8, 3),�+Kj�
y2 = (10, 9) + 3(7, 2) = (10, 9) + (3, 5) = (10, 2).

1J��
y = ((8, 3), (10, 2))

k :�:I.4' Bob z ��� o y �^ &p�q # � ' �1� w 0-24� , � w1�	a_�!� 2�k
x = (10, 2)− 7(8, 3) = (10, 2)− (3, 5) = (10, 2) + (3, 6) = (10, 9).

� q[� 'i: w w+�	a h K � , ��n1o �
	 � : � z . $	� .

!#"%$'&
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10 ���
• � � b1���	� w �4R���� z D ��z �bA� =�>�����{'� Z �[{�W�z'3��	�
•
e�g b1���	� w =$>$?�z ; ��z ���4R���� z�
��	�

•
e�g b1���	��
�� � b w� Z � G 2 � n1o w ���	a � w+�+
�� � b1���	��. �

•
=$>$? w � 9 z ; � � <	�	����z���3�� w 
 �N��	/� ���	��. (Master card

34�
)
�
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